BERKSHIRE COMPUTER NETWORK

CODE OF CONDUCT POLICY

Purpose

The purpose of this policy is to offer Berkshire students and staff access to the latest computer technology including Internet and online research services through the Berkshire Computer Network (BCN).  It is the commitment of our district to provide a technology rich environment which includes high speed networked computers, scanners, digital cameras, and other sophisticated hardware and software.  The goal in providing these resources is to promote educational excellence in our schools by facilitating resource sharing, innovation and communication.  We believe that electronic information research skills are now fundamental of citizens and future employees.  Providing enhanced telecommunications capabilities enables students and staff to explore thousands of libraries, web sites, databases, and other resources while sharing messages and projects locally with their classmates and teachers, and throughout the world with other students and scholars.  

With global access, also comes the availability of material that may not be considered of educational value. The internet has been subject to abuses because there are no controls on the material placed there. Therefore, it is possible to find material that may be offensive to most people, such as obscene material, "hate groups" propaganda, insulting or harassing messages and fraudulent commercial offers. No commercial method has been devised that can completely filter this kind of material. And in some limited instances, access to this material may be warranted for educational purposes. The BCN subscribes to an Internet filtering system approved through the Ohio Department of Education. Additionally, a certified staff member will, except in limited circumstances, supervise students while using networked school resources.  

Procedure

The use of the BCN is a privilege, not a right. Depending on the nature and degree of the violation and the number of previous violations, unacceptable use of the BCN, the internet, or related hardware and software may result in one or more of the following consequences:
· Suspension or cancellation of use of access privileges;
· Payment for damages and repairs;

· Discipline under other appropriate School district policies, Codes of Conduct, or bargaining contracts may also include suspension, expulsion, exclusion or termination of employment; or civil or criminal liability under other applicable laws;

The following Code of Conduct is provided to make students and staff aware of the responsibilities required when using the Berkshire Computer Network. In general, these regulations require efficient, ethical and legal use of network resources.
BEKSHIRE SCHOOL DISTRICT

COMPUTER NETWORK CODE OF CONDUCT

I. Acceptable Use
a. The Berkshire Computer Network and all related software and hardware shall be used solely for academic purposes or other purposes which support the educational mission, goals and objectives of the Berkshire Local School district.
 

b. The following behaviors are not permitted on the BCN.

i. Sending, receiving or displaying offensive or obscene materials

ii. Using obscene language

iii. Harassing, insulting or attacking others

iv. Damaging computers, components, software or networks

v. Violating copyright laws or plagiarizing others works

vi. Using another’s password
vii. Trespassing. vandalizing or interfering in another's folders, work or files

viii. Violating any local, State or Federal statutes

ix. Intentionally wasting limited resources; playing games
x. Employing the network for commercial purposes

xi. Engaging in political or religious activity (except at the direction of a supervising teacher)

c. The school district reserves the right to determine what constitutes acceptable use and to limit computer access to such uses. The school district also reserves the right to limit the time of access and to establish priorities among competing acceptable uses.
II. Security and Safety

a. The internet and other computer networks may obtain information and images that are obscene, offensive, false, fraudulent or illegal.  Other persons using a computer network may also be attempting to exploit children and other users. For these reasons, users:

i. Should not reveal their name, address, phone number or other personally identifiable information without the express permission of a supervising teacher;
ii. Should not participate in any real time communication (such as "chatrooms") without express permission of a supervising teacher;

iii. Should not agree to meet any person, contacted through a computer network, without parental permission;
iv. Shall inform his/her teacher of any sexually oriented messages or unsolicited requests for personal information about a student;
v. Should exit immediately any site containing sexually explicit material or other material deemed inappropriate under this policy;

vi. Users shall protect their passwords and account numbers and may not allow other persons to use their passwords and account numbers.


III. Responsibilities of Users 


a. It shall be the responsibility of the user:


i. To use the network only for appropriate purposes;

ii. To notify a teacher or administrator of computer or network malfunctions;

iii. To reimburse the School district for any damage or loss incurred as the result of inappropriate use;

iv. To be a courteous computer user by avoiding abusive, obscene, or disrespectful language;

v. To avoid any use or practice which interferes with the use of the network by others;

vi. To respect the privacy of other computer users to the maximum extent possible.

IV. Loss of Privileges

a. Access to the Berkshire Computer Network is a privilege and not a right.  A person who violates this Code of Conduct may have his/her access privileges suspended or revoked without notice. Disciplinary actions will be tailored to meet the violation and to help the student in gaining the self-discipline necessary to behave appropriately on an electronic network.  If the alleged violation involves a violation of the Student Code of Conductor or individual building policies, these will be handled according to applicable provisions.  Employee violations of this Code of Conduct will be handled according to applicable district policies and terms under the collective bargaining agreement.

V. Right of Access
 

a. The Berkshire School district will make every effort to respect the privacy of students and staff using the Berkshire Computer Network.  However, routine maintenance, monitoring of the district's system and often user error may lead to a discovery that a user has violated this Code of Conduct, other School district policy, or the law. Network storage areas should be treated like school lockers. Network administrators may review files and communications from time to time to maintain system integrity and ensure that users are acting responsibly. Users should not expect that information stored on district servers will always be private.

VI. Disclaimer of Liability


a. The district makes no guarantee that the functions or services provided by or through the Berkshire Computer Network will be error free or without defect. The district will not be responsible for any damage you may suffer including, but not limited to, loss of data, interruptions of service, or exposure to offensive material. The district is not responsible for the accuracy or quality of the information obtained through or stored on the BCN. The district will not be responsible for financial obligations arising from unauthorized use of the system. Due to the nature of electronic communications it is impossible for the district to guarantee the confidentiality of any files sent or received over the BCN.
BERKSHIRE COMPUTER NETWORK

ACCEPTABLE USE POLICY

I. Computer Lab/School Computer Use 

a) Access


i) NO FOOD OR DRINK will be permitted in any computer area or while using the laptops


ii) Students are required to have teacher authorization to access any central computer system and/or a valid, authorized account to access any central computer system remotely. Students may use only those computer resources that they are specifically authorized to use. Students are to use their account only in accordance with its authorized purposes.


iii) Computing is accessible to all students, faculty and staff in the Berkshire Local School District.  Users are responsible for safeguarding computing accounts. Take necessary precautions to protect access to your account. Keep passwords private.


iv) Tampering with, damaging, or theft of computer equipment or resources is not permitted. Any activity which produces system failure, degrades performance, or proliferates computer viruses will result in disciplinary and/or legal action in addition to restitution, repair and/or loss of usage privileges.

b) Use


i) Students are not permitted to use a computer in any classroom or library unsupervised.


ii) Students shall not use another person's password for any purpose.


iii) Do not engage in unauthorized duplication, installation, alteration or destruction of data, programs or software. Do not transmit or disclose data, programs or software belonging to others. Respect all copyright laws. Plagiarism will not be tolerated. The intended use of school computers is for educational purposes.


iv) Abide by accepted rules of network etiquette and conduct yourself in a responsible, ethical manner. It is not permitted to transmit, receive, submit or publish any defamatory, inaccurate, abusive, obscene, profane, sexually oriented, threatening, offensive or illegal material. Such abuse includes, but is not limited to, sending/receiving messages within the Berkshire Local School District or beyond via network facilities.

*Inappropriate use- or theft- of computers may result in restitution, repair, a suspension and/or cancellation of computer privileges as well as other disciplinary or legal action.

BERKSHIRE COMPUTER NETWORK

STUDENT ACCOUNT AGREEMENT

Student Name _______________________________ 

I have read the district’s Code of Conduct Policy, Computer Network Code of Conduct, and Acceptable Use Policy. I agree to follow the rules contained in these policies. I understand that if I violate the rules, my Internet account can be terminated, and I may face other disciplinary measures including loss of the laptop

Student Signature ____________________________ Date____________

Parent or Guardian Permission

I have read the district’s Code of Conduct Policy, Computer Network Code of Conduct, and Acceptable Use Policy.  

I hereby release the district, its personnel, and any institution with which it is affiliated, from any and all claims and damages of any nature arising from my child’s use of, or inability to use, the district system, including, but not limited to claims that may arise from the unauthorized use of the system to purchase products or services.  

I will instruct my child regarding any restrictions against accessing material that are in addition to the restrictions set forth in the district’s Code of Conduct. I will emphasize to my child the importance of following the rules for personal safety.  

I understand that my child’s creative works and/or image may be considered for publication on the Berkshire Schools Web Site or other student publications on the World Wide Web. I further understand that the work will appear with a copyright notice prohibiting the copying of such work without express written permission. In the event anyone requests such permission; those requests will be forwarded to us as parents. No home address or telephone number will appear with such work. I grant permission for the World Wide Web publishing as described above.  
I give permission to issue an account for my child and certify that the information contained in this form is correct.

Parent Name
 _______________________________ 


Parent Signature _______________________________   Date____________


I do not give my permission for my child to use the Berkshire Computer Network.  As such, I understand that, when necessary, my child will need to complete alternative assignments and not participate with the rest of their class in computer/technology-related work.
Parent Name
 _______________________________ 


Parent Signature _______________________________   Date____________

[Adoption date: December 1, 2008]
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